Parkalot: Extended Edition

Using parking apps like traditional meters
using license plate validation loopholes

Michael Rudden
Cackalackycon 2023



Disclaimer

« | talked to people from both Passport Parking and the City of Raleigh,
and what | am about to discuss Is not an application flaw in Passport’s
app nor any municipal system.



Relevant background

| am a Security Engineer by trade

* | live In Raleigh, NC
Population: ~467,000

 Raleigh uses Passport Parking to
handle metered parking downtown

* NC allows special characters in
personalized license plates

* Mine hasa ‘$’ in it

* In 2018 | got a parking ticket In

Scotland the first time | parked the
rental car

Touch to return to Navigation

My parking sessions
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22304 - Quadrant Shopping N
Centre, Coatbridge
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Scenario — Present day

* | drove to city hall for a meeting

* ’m parking in a 1-hour metered
parking zone directly across
from the building

* The meeting starts at 1:30 and |
may need to be there longer than
an hour

« Raleigh has Passport parking so
the app will notify me and | can
top off the session... right?
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. | buy an hour of parking, It expires

1229 all T @) 2:33 al = @)
X Menu
200 Block of W.Hargett
Passport
L Active Sessions
Vehicle
Mike VW
Parking ended 11 minutes ago at

2:22 pm

ZONE 2921 « MIKE VW

Park for 1 hr until

2:22PM

2PM 3PM 4aH
g
$1.25/Hr Check Signage
N

additional fees may apply




2. | attempt to renew, and am blocked
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200 Block of W.Hargett

2921 O

Vehicle

Mike VW

Park for 1 hr until

3:32PM

3PM 4PM 5PM

prr g e el

’ $1.25/Hr Check Signage
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Continue $1.25

additional fees may apply
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PARKING DETAILS
Zone Name 200 Block of W.Hargett
Zone Number 2921
Vehicle (nc) ssupolllll
End Time MON, DEC 19, 3:33 PM
PAYMENT
Parking Fee $1.25
Convenience Fee $0.25
TOTAL $1.50
Do you have a validation code? Redeem
Funding Source meom - +discover

Confirm Payment

2:339 al T @)

PARKING DETAILS

Zone Name 200 Block of W.Hargett
Zone Number 2921
Vehicle (Nc) ssupollll
End Time MON, DEC 19, 3:33 PM
PAYMENT

Parking $1.25
Conver Parking Restricted $0.25

Parking not available in this zone for
TOTAL your vehicle currently. Please see $1.50
signage and try again later.

Do you edeem
OK

Funding Source = *discover

Confirm Payment




Let’s go back 1n time

What would we have done prior to
Passport implementation in 2019?

« Put some more quarters in the meter
* Move the car a few spaces over
* Rub a chalk line off your tire




Hacking around the limitations



Isn’t it time you made
a name for yourself?

o ~| ,zu 1773, t”%; ril 12, 1776
EEDOM

O / O

APPLICATION FOR PERSONALIZED LICENSE PLATES ISN'T IT TIME YOU WADE A NAME FOR YOURSELF?
Personalized plate fee $30 in addition to annual renewal fee. Please Now’s your chancg/to join thousands of North Carolinians and show the world
remit $30 check with application. what you think, yfho you are or almost anything else. Be original, be creative!

Ouavamobite  Qrivatetruck € commercal veicle Use up to eighy/characters to design your own license plate.
Otraiter  Qmotorcyle (7 digit limit)  (moped (7 digit limit) By investing/in a personalized license plate, you are supporting the following
important/firograms.

Vehicle type:

Plate type: (O First in Flight* () First in Freedom* (O} National/State Motto* The cjfan Water Management Trust Fund

owner's N The Jloadside Wildflower Planting Program
ners Name N.§” Travel and Tourism Promotion
] = e ndicapped Access Guide to N.C.

Characters that count as 1 space:

Ampersand (&), Number Sign (#),

Single Quotes ("), Plus Sign (+),
Dollar Sign ($), Slant Line (/),
Equal Sign (=), Asterisk (*),
Question Mark (?), At Sign (@)

Characters that count as 1/2 space:
Apnstmphe ("), Dash (-),

Comma (,), Exclamation Point (!),
Colon (:), Period (.)

No 1/2 spaces are allowed on
motorcycle plates.

Characters that count as 2 spaces:
Double Quotes (“")

First Choice

Second Choice

Third

Choice

Mailing Address

[Characters that count as 1 space:  First Choice
[Ampersand (&), Number Sign (#),

Ciey  State ZipCode  ||single Quotes ("), Plus Sign (+), ‘ | | ‘ ‘ ‘
Dollar Sign ($), Slant Line ), A
Phone (8 a.m. to 5 p.m.) Equal Sign (=), Asterisk ("}, Second Choice
[Question Mark (7}, At Sign (@)
Current Plate # Expiration Date Characters that count as 1/2 space:
s Apostraphe ('), Dash (), Third Choice
[Comma (), Exclamation Point (1),
Title # [Colan (:), Period ()
No 1/2 spaces are allowed on
Vehicle i # motarcycle plates.
Characters that count as 2 spaces:
Owner's Signature Date Double Quotes (")

DMV Use Only

*Available for a private passenger and a private hauler vehicle licensed for 6,000 pounds or less.

There are no ¥ space characters for motorcycle license plates.

Warth Carolna Divisicn of Motor Vehidles

Source: NC DMV

Side note: Os and Os are the same
character in North Carolina




Personalized Plates Special Characters Guide
The below list indicates which special characters are allowed. The amount of ® First-in Flight ®
space a character occupies is subtracted from the number of characters allowed
on the plate. Personalized Plates require at least one letter or one number. CHOOSEs!
There are no ¥ space characters allowed for motorcycle license plates. ORTH CAROLINA
Description Character Amount of Space
Ampersand & 1.0
Number Sign # 1.0
Question Mark ? 1.0
Dollar Sign S 1.0
Forward Slant / 1.0
Equal Sign = 1.0
Asterisk * 1.0
Plus Sign + 1.0
At Sign @ 1.0
Empty Space 1.0
Exclamation Point ! 0.5
Colon : 05
Period . 05
Dash - 0.5
Comma ) 0.5
Apostrophe ! 0.5
Double Quotes " 1.0
Ampersand & 1.0
Number Sign # 1.0
Question Mark ? 1.0
Dollar Sign S 1.0
Forward Slant / 1.0
Equal Sign = 1.0
poter ' >~ | Note: Special characters will not be considered when determining whether the plate text is available. For example, plate
us Sign + !

Atsign g 1 A&3@Cis the same as A3C.

Empty Space 1.0

Double Qu " 1.0

Note: Special characters will not be considered when determining whether the plate text is available. For example, plate
A&3@C is the same as A3C.

Source: NC DMV



Key takeaways

1. Aspecial character Is the same

as a space, and a space Is the
same as nothing at all

2. Every license plate number
with a special character In It can
be expressed 3 different ways



Let’s try the same plate another way (no ‘$”)

2:339

200 Block of W.Hargett

2921 O

Select Vehicle

2:349 ol F

)
s 8
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Passport

Active Sessions

Parking ends in 58 minutes at

3:33 pm

ZONE 2921 - M2

Add Time

It works!




Thinking and going beyond

 Every non-personalized, non-
specialty plate in North Carolina
has a hyphen in the middle

 This means every standard issue
NC plate can be expressed as 3
valid numbers

 Not every parking system can
handle all the characters, so you
need to know the other forms of
your plate number




Other considerations

* Os and Os are the same in North Carolina
 Specialty plates have their own formats

SHARE THE JOURNEY




Prepare for unforeseen consequences

What happens if parking
enforcement comes around?
o |f:

The detected plate exactly matches a
paid plate, you’re good

* If else:
The parking staff does a manual check

* Else:
You get a ticket

 Raleigh writes <5% of people parking
each year a citation (~1.5 million
transactions, 40-60k citations)

Workaround: The appeals process

« Sometimes people pay the zone next to
the one they’re parked in, but it’s an
easy mistake

* Don’t want to ticket Purple Heart
veterans for missing the little “PH” on
their plate

* 60% of appeals are accepted



Taking an economic view

* In many cities, parking falls under
the police department | @
* Police enforce rules against people PARKING |

who break rules

* Levying parking fines increases
revenue and creates a feedback loop

* Raleigh’s goal: treat parking as part
of the transportation network

* Parking fees do not feed into law
enforcement funds




Systems architecture and design

 Everything iIs an economic lever
that can be adjusted

PUBLIC°PARKING

* Parking spaces, lots, and garages .
1ithi MON-THU ;
are nodes within the system e FRY T’é‘w'ﬂ?’i'“
- - : S-NO
» Garages incentivize longer-term FIRSY 2 HOURS: <100 EA OR PART
) , B \CVER 2 HOURS: $200 EA OR PART
parking than street parking “at B\ R: S AT e
the door” o o NONTH T 7ay

ANl SPM & SUN ALL DAY
LOST TICKET FEE -

$2500 |




Looking forward — The Customer Journey

* Your goal within the transportation
network is to get to your destination

* You want to do your shopping, eat
dinner, and go home

* In the future, can your navigation
take you to the best spot for your
goal?

 Can your car drive you to the best
parking spot, or drop you off and
find it itself?




Bonus content



Fun new developments

e California approved digital
license plates in October 2022

« A company called Reviver is
currently approved
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But did you hear the onions are coming back

Source: /u/adaptivelA on reddit.com/r/costco



What if there were emojis?

“There are no real guidelines for how to report symbols,” Marty Greenstein, a DMV spokesman
up in Sacramento, told Honk in an email. “One suggestion would be to use parentheses, for
example I(heart)RADIO, IAM(hand)Y, etc., but there is no ‘right’ way to do it.”

Honk scratched his chin for a bit and then called the California Highway Patrol. What agency could
possibly be more dependent on the accuracy of license-plate numbers than the CHP, such as
when its officers are pursuing a speeding bank robber or nailing one of us for going a tad too fast?

“The symbol doesn’t play a factor in running a plate,” said Officer Duane Graham, a CHP
spokesman out of the agency’s Westminster HQ. “It's on your plate, but it's not part of your plate

number.”

source: https://www.ocregister.com/2017/11/02/if-your-license-plate-has-a-star-or-heart-do-you-list-it/



Case Study: Maryland Pay-by-Plate

I do not have an E-ZPass or Pay-By-Plate account and have not
received a notice in the mail.

Save up to 15% (up to $5 total discount) if you pay online or in person now
before Notices of Toll Due ([NOTDs) are mailed.

Find My Tolls

License Plate State

North Carolina -

License Plate Mumber *

abc-123

Please enter a valid plate.

Plate Type

ABN - Military/82nd Airborne -

Zip Code*®

Customers are encouraged to check all license plates for all current and
past zip codes.

I do not have an E-ZPass or Pay-By-Plate account and have not
received a notice in the mail.

Save up to 15% (up to %5 total discount) if you pay online or in person now
before Notices of Toll Due (NOTDs) are mailed.

Find My Tolls

License Plate State

North Caralina -
License Plate Numiber *

abcl23 \v/

Plate Type *

ABN - Military/82nd Airborne A
Zip Code *

Customers are encouraged to check all license plates for all current and
past zip codes.



Case Study: Maryland Pay-by-Plate

1. You figure out the right syntax

to enter your license plate
number

2. Now you pick which “Plate
Type” you have

North Carolina

abcl23

ABN - Military/82nd Airborne

L

| do not have an E-ZPass or Pay-By-Plate account and have not
received a notice in the mail.

Save up to 15% (up to $5 total discount) if you pay online or in person now
before Notices of Toll Due (NOTDs) are mailed.

Find My Tolls

Marth Carnlina -

ABN - Military/82nd Airborne

ABU - Collegiate/University of Alabama, Auburn University
AFR - Military/Air Force Reserve
AFV - Military/Afghanistan Veteran

AKA - Special Interest/Alpha Kappa Alpha Sorority

Search

Customers are encouraged to check all license plates for all current and
past zip codes.
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Case Study: Maryland Pay-by-Plate

received a notice in the mail. L ccount andhave net . Napkin math:

betore Notices of Tol Due (NOTDS) are mated. e o I persennow » 5 options visible at a time

» ~300 options once NC is selected
North Caralina i » =60 unique sets of 5 to check

« = 3+ minutes of scrolling and
reading in a tiny selector box

PDV - Military/Partially Disabled Veteran ° ThlS Stl” assumes you knOW that

PEM - PERMANENT MOTORCYCLE Maryland CaHS Our Ccnormal CaI'”
license plates

“PER - PERMANENT VEHICLE”

abcl23

PER - PERMANENT VEHICLE

PFT - Permanent, For-Hire

PHA - Civic Club/Prince Hall Shrine



| do not have an E-ZPass or Pay-By-Plate account and have not

¢ What happens fOr Other StateS? received a notice in the mail.

Save up to 15% (up to $5 total discount) if you pay online or in person now

(] The State With the higheSt before Notices of Toll Due (NOTDs) are mailed.
number of vanity plates*:

1. Virginia Vignia :

ABCIZ3

* Virginia has over 250 styles of STANDARD - For non-numeric plates
plate to piCk from AA - Alzheimer's Association

AB -173rd Airborne

ABHP -173rd Airborne Handicapped and Alzheimer's Association
Handicapped

AE - Aviation Enthusiasts

* According to https://en.wikipedia.org/wiki/Vanity_plate



Final thoughts

A lot of security concepts carry over into parking management:
* Entitlements — by space (old way) vs. by car (new way)
« Automated detection and handling false negatives

 Rules-based enforcement that can be hard to apply consistently across
different vendors and tools

* Input validation and sanitization
« End-user awareness and training
 Regulatory requirements



That’s all, folks

Special thanks to Contact info
 The City of Raleigh * michaelrudden.com

* Passport Parking e @michaelrudden on Twitter
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